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sssd - manager pristupu do vzdalenych directory autentifikacnich mechanizmu
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Instalace

ipa-server-install
ipa-client-install

Fedora / CentOS / RHEL / Ubuntu (community) — ve versi 20.04 odebrana z repozitory kviili konfliktu
v BIND(DNS) modulu
Doporucuji pouZziti CentOS

hostnamectl set-hostname ipa.apollo.local
yum update -y

yum install ipa-server ipa-server-dns -y
ipa-server-install

Pozor pri prvnim nasazenti je aktivni shell /bin/sh bud’ v GUI, nebo prikazem
ipa config-mod —defaultshell=/bin/bash pfepnout na bash

Ohledné centralizovaného logovani je doporuceni nasazeni Kibana/Elastic search
https://www.freeipa.org/page/Centralized Logging

HA — zajiSténo replikami

Instalace Replika serveru

Pridani repliky:

dat navzajem do hosts na sebe adresy, mit spravné hostname
na primarni ipu dat:

ipa hostgroup-add-member ipaservers --hosts=ipal.apollo.local
prosim vypnout selinux na obou strojich

1. pridat server jako ipa client
sudo ipa-client-install --hostname="ipal.apollo.local -f* --mkhomedir --server=ipa.apollo.local --
domain apollo.local --realm APOLLO.LOCAL

2. na freeipa serveru pridat tento server do skupiny - déla se pod prihlaSenim z ldapu(ipi) jinak ipa:
ERROR: neobdrZeny ovérovaci tidaje Kerberos
[admin@ipa ~]$ ipa hostgroup-add-member ipaservers --hosts=ipal.apollo.local

firewall-cmd --permanent --add-port={80/tcp,443/tcp,389/tcp,636/tcp,88/tcp,464/tcp,53/tcp,88/
udp,464/udp,53/udp,123/udp}

firewall-cmd --reload
yum install ipa-server
sudo ipa-replica-install
To je celé.


https://www.freeipa.org/page/Centralized_Logging

Defaultni chovani
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lConﬂgu ration

CRefresh | D Revert | L Save

Search Options

search size limit *

Search time limit *

@ | f https://ipa.apollo.local/ipa/uif#,

@ Getting Started fja phpLDAPadmin (1.2.5) -

Authentication

100

IPA Server

Topology API Browser Configuration

User Options

User search fields *
Default e-mail domain
Domain resolution order @
Default users group *
Home directory base *
Default shell *

Maximum username *
length

Password Expiration *
Notification (days)

password plugin features

Default user

authentication tunes @
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B3 Ostatni zalozky

uid,givenname,sn,telephonenumber,outitle

apoliolocal

Ipausers

/home

Jbin/bash

O AllowNThash
(J KDC:Disable Last Success
(0 KDC:Disable Lockout

(] pisable per-user override

[ —



Administrace uzivatelu z GUI:
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@ Getting Started [ Ostatni zilozky

% freelPA

Identity Policy Authentication

Users Hasts Services Groups 1D Views Automember

Active users

Stage users Z Refresh | | @ Delete || +Add | —Disable || v Enat Actions +
Preserved users [ userlogin First name Last name Status uID Email address Telephone Number Job Title

O | admin Administrator + Enabled 1810400000

0O | aecer Antonin Ecer + Enabled 1000

O | connect Mapojovaci ucet do ipa ldap connector + Enabled 1810400012 connect@apollo.local

O | jindra lindra Paokus + Enabled 1006

O | meerny Michal Cerny + Enabled 1002

O mcevela Martin Cevela + Enabled 1001

O | pjanu Petra Janu + Enabled 1005 petra.janu@apolloJocal

O | ppokusny pokus pokusny + Enabled 1004

O | sprusa Stanislav Prusa v Enabled 1003

O | stagel pokus stage + Enabled 1810400013 stage1@apollo.local

O | sysadm System Admin v Enabled 1810400003 sysadm@apollo.local

O | user1 user1 user1 + Enabled 1810400006 user1@apollo.ocal

O | userz user2 user2 + Enabled 1810400004 user2@apolloocal

O | user3 test test + Enabled 1810400007 user3@apollo.ocal

O | user4 pokus pro certifikat certifikat + Enabled 1810400008 userd@apolloocal

Showing 1 to 15 of 15 entries.

Stage users (pfipravovani uZivatelé) - mtiZe pripravovat specializovany uZivatel, pak spravce zaktivuje
uZivatele

Preserved Users (po zruSeni uctu je mozné ponechat zde, nebo rovnou smazat)
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Pridani verejnych ssh klicu
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@ Getting Started

sprusa

~Sprusa

x [+

© | & https

sprusa is a member of:

Zalazky

o

Nastroje

fipa.apollo.local/ipa

Napovéda

Settings Use

£ Refresh | | 'O Revert

ldentity Settings
Job Title
First name *

Last name *

*

Full name

Display name

Initials

GECOS

Class

& Save

s Netgroups

Actions v

Pokusny uzivatel

Stanislav

Prusa

Stanislav Prusa

Stanislav Prusa

Rules

Sudo Rules

Account Settings

Undo User login

Password

Password expiration

uip

Undo GID
Undo

Principal alias

Kerberos principal
expiration

Login shell

Home directory

- @ -

100 % |+ O & ¥ IND & &~ =

a)

[ Ostatni zalozky

sprusa

2021-08-29 12:20:312

1003

500

sprusa@APOLLO.LOCAL | Delete

Add

uTc

fbin/bash

fhome/sprusa

S5H public keys

Certificates

SHA256: cq4RRKZKrWYzBaoLWHrlz3wz2z0u1VqyNiOb7c tonda@Tonda (ssh-

rsa) | ShowrSet key | Delete

Add

Add




2FA

OTP — Ize pouZit Google authenticator/ FreeOTP aplikace z app storu
V zaloZce detailu uZivatele v akcich - ,,Add OTP Token“ - nezapomenout zapnout v sekci ,,User

authentication types“ a pak uloZit, poté se k heslu na konec ptipoji OTP kéd
Lze je nalézt i celkové na Authentication — OTP Tokens

oll Vodafone CZ o 22:48 . @ 31%([E4 )

Google Authenticator

Bequant (seton75@seznam.cz-1614636315)

/725 010 &

Google (antonin.ecer@apollogames.com)

/79 356 &
serd@APOLLOLOCAL (6870663854360
271087 d

sprusa@APOLLO.LOCAL (602e22cd-7b4f...

406 739 &



Password Policy

Policy — Password Policies (v zavorkach jsou prednastavené hodnoty)

doba (90dni), délka hesla (8), uzamceni po x pokusech(6), reset interval (60sec), auto odemceni (10
min)

Sudo Policy

- nadefinuji se povolené prikazy, spoji se do skupin, nadefinuji se skupiny hostti(PC), skupiny
uzivateld, vytvofii se role (ALL pro uZivate/skupinu uzivatelti (admins), Any host, any command, nebo
preba jen pro souborové operace — prohlizeni logii, kopirovani, atd..)

Host-Based Access Control

- nadefinuji se povolené sluzby, spoji se do skupin, nadefinuji se skupiny hostti(PC), skupiny uZivateld,
vytvori se role

Standardné pripravené 2 role allow all a allow systemd-user

SELinux User Maps

- defaultné nenastaveno — zde odkaz na konfiguraci  https://blog.delouw.ch/2018/07/02/centrally-
manage-selinux-user-mapping-with-freeipa/

Kerberos Ticket Policy
- defaultné nastavené hodnoty

Max renew (seconds) 604800 = tyden

Max life (seconds) 86400 = den


https://ipa.apollo.local/ipa/ui/#allow_all
https://blog.delouw.ch/2018/07/02/centrally-manage-selinux-user-mapping-with-freeipa/
https://blog.delouw.ch/2018/07/02/centrally-manage-selinux-user-mapping-with-freeipa/
https://ipa.apollo.local/ipa/ui/#allow_systemd-user

Certifikaty (Dogdag PKI)

https://www.dogtagpki.org/wiki/PKI Main Page
Certtifikacni Autorita + cely Zivotni cyklus certifikati od zaloZeni Zadosti po revokovani

Authentication - Cetificates
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Authentication

Certificates ~ OTPTokens  RADIUS Servers  Certificate Identity Mapping Rules v
Certificates
Certificate Profiles Subject 1 Q CRefresh || +Issue
CAACLs Serial Number Subject Issuing CA Status
Certificate Authorities 1 CN=Certificate Authority,0=APOLLO.LOCAL ipa VALID
2 CN=OCSP Subsystem 0=APOLLO.LOCAL ipa VALD
3 CN=ipa.apollolocal,0=APOLLO.LOCAL ipa VALD

4 CN=CA Subsystem,0=APOLLO.LOCAL ipa VALID
5 CN=CA Audit, 0=APOLLO.LOCAL ipa VALID

-ca-agent, 0=APOLLO.LOCAL ipa VALID
7 CN=IPARA,0=APOLLO.LOCAL ipa VALID
.apollo.Jocal,0=APOLLO.LOCAL ipa VALID

.apollo Jocal,0=APOLLO.LOCAL ipa VALID

.apollo.Jocal,0=APOLLO.LOCAL ipa VALID
1 CN=ul4.apollo.focal 0=APOLLO.LOCAL ipa VALID
12 CN=user4,0=APOLLO.LOCAL ipa VALID
13 ChN=user4,0=APOLLO.LOCAL ipa REVOKED
1.apollo.local,0=APOLLO.LOCAL ipa VALID
1.apollo.local,0=APOLLO.LOCAL ipa VALID

16 1.apollo.local,0=APOLLO.LOCAL ipa VALID

17 1.apollo.local,0=APOLLO.LOCAL ipa VALID

8]

0

8]

0

8]

8]

8]

8]

0

o s

8]

0

8]

0

8]

8]

8]

8]

=R CN=pjanuO=APOLLO.LOCAL ipa VALD
8

18 certificates matched

hitps://ipa.apollo.local/ipalui#network_services
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@ Getting Started s phpLDAPadmin (1.2.5) -

Issue New Certificate

principal * [ mceveld

Add principal@ O

a* |ipa

Profile ID calPAserviceCert

1. Create a certificate database or use an existing one. To create a new database:
# certutil -N -d <database path>
2. Create a CSR with subject Chi=<common name>, 0=<realm>, for example:
# certutil -R -d <database path> -a -g <key size> -s Ch=<common
nane> ,0=APOLLO . LOCAL*
3. Copy and paste the CSR (from —BEGIN NEW CERTIFICATE REQUEST-— to ——END NEW
CERTIFICATE REQUEST-——)into the text area below:

4

1ssue || cancel


https://www.dogtagpki.org/wiki/PKI_Main_Page

[admin@ipa tonda]$ sudo certutil -R -d /etc/pki/CA -a -g 2048 -s 'CN=mcevela,0=APOLLO.LOCAL'
[sudo] heslo pro admin:
Enter Password or Pin for "NSS Certificate DB":

A random seed must be generated that will be used in the
creation of your key. One of the easiest ways to create a
random seed is to use the timing of keystrokes on a keyboard.

To begin, type keys on the keyboard until this progress meter
is full. DO NOT USE THE AUTOREPEAT FUNCTION ON YOUR KEYBOARD!

Continue typing until the progress meter is full:

|>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<>I<************************|

----- BEGIN NEW CERTIFICATE REQUEST-----
MIICbjCCAVYCAQAWKTEVMBMGA1UEChMMQVBPTExPLkxPQOFMMRAwDgYDVQQDEwdt
Y2V2ZWxhMIIBIjANBgkghkiGOwWOBAQEFAAOCAQS8AMIIBCgKCAQEA3T3dJARLcGzI
QcRxP1hoii8nPFS92wZS8EKpdOYxMbF47AqnQt7GlakAjAvWDF9+CX7dHDP36xc3
QITONZtM1FaljYYs+LFO2aLO+Rd1ZUWO0fi7G5cWTyQX5PC/L+PZR2FquaXzWhr89
KxjxuJYODcDyBozjq7WgPF96T+CHjbiE3LN7uoGaS3jz+XaknSZpt9y87{p0L{80
GDMER/KWrZFnH+Zp4Nhjo+1s31E09jcdb07fYmRqciSqdscm4s0DWj6V4dkN41d0
SvEb91N7hE9AlaoyWA1uUGAMr6H+85z8MAGDWY8rQOBF1Yymrwe+10YtBPXxR7A2
CuTG2/04dwIDAQAB0AAwWDQYJKoZIhveNAQELBQADggEBANxv/1BUpOdZfbvVw7kc
/t8CEJWwIx1tImnX8/6hLTzuo4HSgMwIIKXVABIGOW6dOLUYyiMOVIM7sqM/OaAC
xjCnyXj8tx5512rCX4mV0OaxB/hS5hwBqd+e0kUDZUZwY KvsDWIOEJHT81WsnGZ4Zs
7axqdVg0XubCIGDtjrbAIPLATWe6mTNHSZhEKP7WvpiYvp9SQbqfwZzKwM2JzuRq
S/bkmuVAdsloJkicsxrDegXwul9tT5JZKKOLjmPQrWrugNZIAn35PavvCraPGrsr
/3uVWXXMIJEDaTZ4yz7jCkuluP51R0H050jg82kq5wSNbCIOhS5M4XRdAC6JtfIWnz

kak=
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@ Getting Started s phpLDAPadmin (1.2.5) -

Issue New Certificate

Principal * | mcevela
Add principal @ <4
CA* ipa
Profile ID calPAserviceCert

1. Create a certificate database or use an existing one. To create 3 new database:
# certutil -N -d <database path>

2. Create a CSR with subject CNi=<common name>, 0=<realm, for example:
# certutil -R -d <database path> -a -g <key size> -s *CN=<common
nane> ,0=APOLLO . LOCAL*

3. Copy and paste the CSR (from —BEGIN NEW CERTIFICATE REQUEST-— to ——END NEW
CERTIFICATE REQUEST-——) into the text area below:

XCnyXBISSIZIO
IGDrbAIPLE
Jkicssr mPQ raPGrs
DaTzayz7jCkuluPSTROH0SO)] CI0NSSMAXRACE) i Wiz

kak=
END NEW CERTIFICATE REQUEST-—~

Issue
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@ Getting Started fa phpLDAPadmin (1.2.5) -
c h

Certificates OTP Tokens RADIUS Servers Certificate Identity Mapping Rules v

Certificates > 19

Certificate: 19

2 Refresh

Revoke Certificate

ove Hold
Dennload INumber 19
Serial Number (hex)  Ox13
Issuing CA ipa
subject CN=rmcevela 0=APOLLO.LOCAL
Issuer  CN=Certificate Authorty, 0=APOLLO LOCAL

Issued On Tue Jun 01 21:09:06 2021 UTC
Expires On Fri Jun 02 21:09:06 2023 UTC

SHAT Fingerprint

SHA256 Fingerprint 3 0e:c3:41:72:390:14

Certificate MIIECTCCAVGEAWIBAZIBEZANBgkghkiG QSFADASMRUWEWYDVQQKDAXBUEIMTEBLITES
DQUWXHJACBENVBAMMFUNICnRpZmIYXRIIEF1dGhvemI0eT AeFwOyMTAZMDEYMTASMDZaFw
OyMzA2MDIyMTASMDZaMCKxFTATBENVBAOMDEFQTOXMTYSMTONBTDEQMAIGAT UEAWWHD

TCCASWDQYKoZIhveNAQEBBQAD ggEPADCCAQUCEEEBANDY3S QES 3By EHECTOYa

9+SKNOJU/TWHTNRWDY2GLPI

IDg3ABgaMAGu1 oDxfek

tHAUCUXFKBKE+Twyy/j2Udharmig1 0a/PSsY8bi
/8h424hNyze7qBmKt48/12pj0mabfcvO36C3/NBgZBERyIqaRTX
/MaeDYY6PLINSRKPY3HWI032]KanlkqnbH]uLNAT otlel
/dTe4RPQIWGMIENbIBEDK+h
OC/DABE 1 MPKODg VtaGLQT 18 Ue OHCCAWEAASOCASWE
UdIWQYMBaAFAAIRKS!
MD4GCCSGAQUFBWEBBDIWMDAUBEErBREFBQCWAYYIZHROCDOVL2WYS 1[¥S5
Evb2NZCDAOBZNVH AMCBPAWHQYDVR v

https://ipa.apolio

https://www.freeipa.org/page/Certmonger

https://www.freeipa.org/page/V4/Automatic _Certificate Request Generation
https://www.systutorials.com/docs/linux/man/1-certutil/ (pridani vSech parametru stat, email, city atd)


https://www.systutorials.com/docs/linux/man/1-certutil/
https://www.freeipa.org/page/V4/Automatic_Certificate_Request_Generation
https://www.freeipa.org/page/Certmonger

DNS

Soubor Upravy Zobrazit Historie Zalozky ~Nastroje Napovéda

_ e ox
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@ Getting Started fia phpLDAPadmin (1.25) -

9 Ostatni zalozky

i freelPA & Administrator v
Identity Polic Authentication Network Services

Automount DNS v

DNS Zones

IDNS ZoneS DNS Forward Zones

DNS Servers

Search Z Refresh || @ Delete | +Add = Disable |« Enable
DNS Global Configuration

O  Zone name Status

O  122.168.192.in-addr.arpa. v Enabled

O  apollo.local. + Enabled

Showing 1 to 2 of 2 entries.

Soubor Upravy ~Zobrazit Historie Zalozky Nastroje Napovéda
® Identity Management X | +

e)De o © | & hty 2.apoll rds/apollo.local.[page=2 - @R Q -120%+ B Q& viINDE o~
@ Getting Started 8 phpLDAPadmin (1.2.5) -

£ 0statizalozky

Add DNS Resource Record

Record name *

Record Type

1P Address *

Create reverse @

*Required field

Add || Add and Add Another || Add and Edit || Cancel



Migrace z LDAP

Soubor Uprgvy Zobrazit  Historie Zélgiky Nastroje  Napovéda

fa phpLDAPadmin (1.2.5)- X | +
« c @

@ Getting Started §a phpLDAPadmin (1.2.5) -

© | & dap:8080/cmd.php?server_id=1&redirect=true

-~ Pk Q —[100%/+ B O&a +N@DE s~ =
53 Ostatni zalozky

=ph
"—IP%P_
=a0min

Home | Purge caches

29 #@@

M openldap ©®
® 0\ & 4

schema search refresh info import export logout
Logged in as: cn=admin,dc=tonda dc=local

dc=tonda

Server: openidap me: de=tonda,dc=local

efault

=@ de=tonda, dc=local (4}

=48 ou=Group_APOLLO (5)

& cn=admins

& cn=devops

& cn=nalevnici

&8 cn=prvoci

& cn=users

Create new entry here

=& ou=People APOLLO (7)

a cn=Antonin Ecer

@ Refresh

@ Switch Template

Copy or move this entry
& Rename
Create a child entry
¥ Hint: To delete an attribute, empty tt

& view 4 children

¥ Hint: To view the schema for an attribute, click the att

# Show internal attributes
% Export

@ Delete this entry

[©X Compare with another entry
& Add new attribute

% Export subtree

a cn=jindra Pokus dc required, rin
B cn=Martin Cevela — *
B cn=Michal Cerny
B cn=petra Janu r=reme)
a cn=pokus pokusny o required
! cn=Stanislav Prusa B
Create new entry here Tondova domena
& ou-People_APOLLO_Retired (hddvanie)
& ou=Radius_MAC_APOLLO
Create new entry here objectClass required
o |top
@ |dcobject
G ] organization (structural)
(add value)

Update Object

ipa migrate-ds --bind-dn="cn=admin,dc=tonda,dc=local" --user-

container="ou=People_ APOLLO,dc=tonda,dc=local" --user-objectclass="inetOrgPerson" --group-
container="ou=Group_APOLLO,dc=tonda,dc=local" --group-objectclass="posixGroup" —with-compat
ldap://Idap.tonda.local

VSechny ipa prikazy je nutné spoustét pod ipa uZivatelem s prisluSnymi
pravy(admin)


ldap://ldap.tonda.local

Migrated:

group: users, devops
Failed user:

aecer: This entry already exists

mcerny: This entry already exists

mcevela: This entry already exists
Failed group:

admins: This entry already exists. Check GID of the existing group. Use --group-overwrite-gid option to overwrite the GID
Passwords have been migrated in pre-hashed format.
IPA is unable to generate Kerberos keys unless provided
with clear text passwords. All migrated users need to
login at https://your.domain/ipa/migration/ before they
can use their Kerberos accounts.

Pozor sice namigruje skupiny a uZivatele, ale ne prislusnost uzivatel ke skupinam, tfeba projit a
nastavit

Jinak veme hesla z ptivodniho LDAPu, Ize se prihlasit na v, kdyZ se prida public key a jesté nebyl
prihlasen, rovnou se prihlasi s PK, pokud jiz byl prihlaSen, musi se zadat heslo a odhlasit, po dalSim
prihlaseni jiZ bere PK



Napojeni na FreelPA

Na FreelPA se Ize napojit jak LDAP protokolem, tak pres Kerberos

LDAP - ui = dc=apollo,dc=local - ip - Apache Directory Studio - = x
Edit Navigate Search LDAP Window Help
- %3 LDAP Browser R | 5 8 O [@ uid=connect,cn=users,cn=accounts,dc=apollo,dc=local & = O B Outline =g ==
- = - ~ | & | % DN:uid=connectcn=userscn=accounts,dc=apollod = = ¥ % & E nnect,cn=users,cn=ac

)= o]
~LDIT Attribute Description Value 4
ginShell (1)

~ (2 Root DSE (2)

» objectClass (12 values)

+ @ dc=apollo,dc=local (18) By Napojovaci ucet do ipa ldap connector :
~ (3 cn=accounts (9) gidNumber 1810400012 )
b [ en=computers i y
e =cosTemplates ipaUniquelD 840ff2ea-bfa0-11eb-b9b1-525400e52666 : = givenName (1)
» ( cn=groups (14) sn connector } = objectClass (12}
» [ cn=hostgroups (5) uid connect by =en(l)
[ cn=ipservices vidNumber 1810400012 } = ipaUiniquelD (1
(Jcn=roles displayName Napojovaci ucet doipa ldap connector } = krbCanonicalName (1)
» CJcn=services (9) gecos Napojovaci ucet do ipa dap connector b = ud()
~ Clen=users (14) givenName Napojovaci ucet doipa ldap b = gecos 1)
» & uid=admin initials Ne + = GidNumber (1)
»  uid=aecer krbCanonicalName connect@APOLLO.LOCAL } = kebPrincipalName 1)
KbLostPridChange 2852021135457 SELC 02105281154572) » = gicumber (1)
» & uid=mcerny krbPasswordExpiration  26.8.202113:54:57 SELC (202108261154577) + = krbLastPwdChange (1)
» & uid=mcevela krbPrincipalName connect@APOLLO.LOCAL } = memberOf 1)
» & uid=pjanu loginShell [bin/bash ——
» & uid=ppokusny mail connect@apollo.local
» & uid=sprusa memberOf cn=ipausers,cn=groups,cn=accounts,dc=apollo,dc=local
» & uid=stagel
» & uid=sysadm
» § uid=userl
» i uid=user2
» A uid—ucar2
(& Connections i LDAP Servers B o T = O @& ModificationLogs & SearchLogs %Error Log % ¢ T & & § T O gProgress %k & = O

No operations to display at this tir

& ipa connect

kinit ucet — vystaveni kerberos ticketu
klist — kontrola kerberos tikett
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